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Abstract

Background: The Colombian health system is complex. There are more than 3200 healthcare service providers
aiming at offering quality of care to more than 48 million citizens. Unfortunately, health services are not integrated,
a citizen has a fraction of its health record in the different health services provider organizations without a chance
for integration. Objective: The objective of this paper is to propose a reference architecture for an integrated
Electronic Health Record System in Colombia based on the ISO/HL7 CDA standard. Methods: A formal system
architecture is defined based on the Health Information Systems Development Framework (HIS-DF). Results: The
architecture is described as platform independent architecture expressed by three different models: The enterprise model
describing business process and policies, the information model describing dynamic and static information flows, and the
computational model, describing the systems components and interrelations, based on software engineering architectural
styles and patterns. Conclusions: The proposed architecture has been compared with traditional architectural models
for Integrated Electronic Health Record Systems. The architecture was evaluated through a case study in dental care
were the availability, chronology, completeness and timeliness of the EHR stored in the system were considered high.
Also perceived quality was high as evaluated by the users.
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1 Introduction hardly supported.

According to Colombian law, a health record is de-

In the Colombian health system, there are more than
80 insurance companies (Health Promotion Entities EPS)
responsible for the administration of healthcare services
through their contractual relationships with more than
3200 different healthcare service providers (Healthcare
Provision Institutions, IPS); the latter includes clinics,
hospitals, laboratories, imaging services, etc. [1]. In this
context, healthcare services provision is not supported by
a single IPS, each citizen has a fraction of its health record
in the different IPS he has visited through his life. If
health records are not integrated, continuity of care is
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fined as a private document, mandatory, and subject to
clinical protection, which chronologically registers health
conditions, medical procedures and other procedures per-
formed by healthcare teams to a patient [2]. One of the
basic features of medical records according to this legisla-
tion is its availability, which means access to medical in-
formation at the time it is need. However, when a patient
has to move from one healthcare institution to another,
the availability of information is limited. This happens
because IPS typically have no direct access to the fraction
of medical records stored in other TPS. Therefore, unless
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Figure 1: Comparing the composition of a generic Medical Record as well as CDA documents using the GCM

the patient (concerned about his own health) takes re-
sponsibility for sharing paper copies of his own record, the
caregiver has to rely on the information patient is able to
communicate. Another feature that is compromised when
health records are not integrated is its chronology, mean-
ing that records must have a correct chronological register
of the care provided. Considering the complexity of the
Colombian health system, to achieve this availability and
chronology is a very complex task, since information is
distributed among the different TPS. Therefore, it is not
easy at any given time to integrate the different sources
of information.

A feasible solution to the aforementioned challenges
is the availability of Electronic Health Record Systems
(EHR-S), able to electronically manage citizens’ health
information. The next step is to facilitate interoperability
between EHR-S through the provision of a nation-wide
Integrated Electronic Health Record System (I-EHRS).
Especially big healthcare providers have already imple-
mented EHRS in Colombia. However, two of the main
challenges to be overcome in the country in order to ac-
complish that national I-EHRS are a) to provide stan-
dardized models for clinical information exchange, as each
system stores data internally in a different format, and b)
provide the ICT infrastructure to enable information shar-
ing among different institutions [3]. Some international in-
teroperability standards specifically for Electronic Health
Records interoperability are in place, such as de ISO/HL7
Clinical Document Architecture (CDA), the ISO13606,
openEHR Archetypes, and more recently the Detail Clini-
cal Models (DCM) approach (ISO 13972). Unfortunately,
many of these standards are not widely used because they
are normally unknown, complex, overlapping, incomplete
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and lack of specialized tools for their implementation [4].
Keeping in mind that selecting a standard language for
enabling healthcare interoperability is not sufficient to
ensure semantic interoperability unless this standard is
agreed to be used by all actors involved in citizens’ care,
it is suggested that at the first stage of an interoperability
project a single EHR standard be adopted (at least) at
national level [5]. In Colombia, the only and most mature
work performed in the area of standardization of health
information is being developed by HL7 Colombia, which
has recommended using CDA Release 2 as standard for
EHR [6].

The objective of this paper is to propose a reference
architecture for an integrated EHR system in Colombia
based on the CDA standard. As demonstrated in other
countries, a project at such scale succeeds only if the for-
mal design of the system’s architecture is first provided
[7].

2 Materials and Methods

After analyzing main computational approaches for in-
tegrated EHR architectures, three types of architectural
models were identified: a) centralized model, where the
clinical documents are stored in a centralized repository,
b) distributed model, which is a fully distributed architec-
ture, where each healthcare service provider has its own
clinical documents repository and ¢) hybrid model, which
uses distributed repositories supported by a centralized
indexing metadata service. The following disadvantages
of the different approaches were found:

e Centralized indexing and centralized repositories are
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Figure 2: Tiered architecture for Integrated Medical Record System

allocated in a central point. Therefore, any failure
affects the availability and reliability of the entire
system.

e In a distributed architectural model, as each health-
care service provider creates and stores clinical doc-
uments in its own repository, it would be necessary
that after the new document is created and locally
stored, the other service providers (nodes) be no-
tified about the existence of the new clinical docu-
ment.

e Most of the approaches are not based on EHR stan-
dards.

e A detailed description of infrastructure required for
sharing EHR is not provided, only [8, 9] considers
the infrastructure, but this approach does not sup-
port any EHR standard.

The proposed architecture for the Colombian I-EHRS
is designed as a platform-independent architecture based
on the Health Information System Development Frame-
work (HIS-DF) methodology [10]. The methodology de-
scribes the architecture as a set of three interrelated views
on that system: the business, the information and the
computational models. This goes beyond the computa-
tional models above presented.

3 Results

The business viewpoint defines the objective, scope
and policies of the organization, especially considering ex-
isting national legislation related to health records, e.g.,
Green Book on Medical Records [11], Agreement 07 of
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1994 [12], Resolution 2546 of 1998 [13], Resolution No.
1995 of 1999 [2], and Act 1438 of 2011 [14]. The main
policy is Resolution No. 1995 of 1999 which establishes
some requirements for paper based health records, naming
the health care service providers as custodians, and the pa-
tient as the owner of the information. Basic confidentiality
policies are also declared. It is also mentioned that in-
formation can be electronically managed keeping security
and confidentiality. The recent Act 1438 of 2011 estab-
lishes that EHR has to be implemented by January 2014,
however no details or governmental support has been de-
fined for that.

In the information viewpoint, models describing the
information to be stored and processed in the integrated
EHR system are presented. It includes documentation
about a patient’s health status as well as metadata for
the identification of clinical documents, indexing informa-
tion and user data as basic information. In this model,
the CDA standard provides guidance for defining struc-
ture and semantics of clinical documents and metadata.
presents the structure of medical records as defined in the
Colombian health system, compared with the hierarchy of
documents established by CDA according to the composi-
tion/decomposition levels defined by the Generic Compo-
nent Model (GCM) [7, 10] (see Figure 1). The Information
viewpoint was completed by the development of a CDA
Release 2 implementation guide for general dentistry.

The Computational viewpoint defines the components
of the integrated EHR system, which interact through in-
terfaces. The components are structured following a tiered
architectural style [15], so that each component is at a
level where it is possible to obtain services from a lower
level, but not from a higher level. Figure 2 shows the
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tiered architecture for integrated medical record system
using the tiered architecture style. Notice that the lev-
els depicted in Figure 2 do not correspond to the ones
in Figure 1, as the first describes relations between inde-
pendent service systems while the latter presents a com-
position/decomposition process of one system (aggrega-
tion/specialization of the system’s components).

To manage the interaction between the different com-
ponents of the architecture, the following communication
patterns were applied:

e Synchronous message communication - response: a
typical communication pattern of the client / server
model, where the client expects the server’s response
before continuing its tasks [16]. This pattern is used
to communicate between clients at the User Level
(level 3) and services at the Coordinator Level (Level

2).

e Broker Handling: this pattern is typically used to
provide location transparency to users requesting
services in a service-oriented architecture (SOA)
[16]. In the proposed architecture, this approach
is used to allow services at the Coordinator Level
(Level 2) to locate services of the Infrastructure
Level (Level 3), in order to respond to users’ request

(Level 1).

The functionality of the different services is summa-
rized as follows:

e [PSClient: this component hides the details on how
to access a legacy database of a specific IPS. It is
also responsible for continually checking whether a
new clinical document has been created, in order to
create an interface for quering the legacy system us-
ing SQL, XML, etc. to retrieve the corresponding
data and to compile them into a message that is sent
to the ShareDocumentCoordinator.

e ShareDocumentCoordinator: this component medi-
ates between the Client IPS and other components
of the architecture. Tts function is to coordinate
the workflow in the process of sharing clinical docu-
ments as follows: i) IPSClient sends a message with
the necessary parameters to create the CDA docu-
ment, ii) it verifies that the user exists in the sys-
tem and if so, it assigns an identifier (Indexing of
Documents by Patient, IDP) after invoking the ID-
PLocation component, iii) it verifies that the docu-
ment to be generated has not been stored previously
in the repository, iv) it generates the CDA through

create the CDA document. When being ready, it
creates, validates and returns a document in CDA
Release 2 format.

CDARepository: It is used to store clinical docu-
ments generated by the CDAServices component. It
also checks that the CDA document has not been
previously stored.

Indexing of Documents by Patient (IDP): this com-
ponent provides information on how to locate any
document of any specific patient. This component
allows retrieving all the metadata associated with
the patient “s health record through a universal pa-
tient identification.

IDPLocation: this component stores the basic data
for a patient together with the IDP assigned at the
time of registration, information about physicians
authorized to access the EHR. When invoked, it re-
turns a URL. Despite of multiple local identifiers as-
signed to a patient, a global identifier is maintained.

Registration Interface - IRegister: it allows creat-
ing users’ accounts. When the user is registered, an
IDP is assigned to the patient and is reported to the
IDPLocation component.

RetrieveDocumentCoordinator: its function is to co-
ordinate the sequence of components used to retrieve
a clinical document. The steps for this process are:
i) receive the user ID from the MedicalRecordInter-
face component when the user intends to consult a
medical record; ii) requests from the IDPLocation
component the IDP of any given patient, iii) ob-
tain the global identification of the patient using the
IDPLocation component, iv) obtain the metadata
of the patient’s clinical document, and v) return
the metadata to the MedicalRecordInterface com-
ponent.

Privacy, Access and Security Services - PASS: it is
a service for managing privacy and access control
based on HL7-SOA specifications.

Medical Record Interface: it presents the user in-
terface used by healthcare professionals and citizens
to interact with the system. Using the patient’s
identification, it chronologically displays the differ-
ent medical records. It is responsible for retriev-
ing the clinical document from the CDA Repository
component using the metadata information.

the CDAServices component, v) it stores the CDA For implementing the proposed, platform-independent
document into the CDARepository component asso- architecture, different technologies can be used for each of
ciated with the IPS that generated it, vi) it requests the proposed components. Following technologies have
the overall user identification to the IDPLocation been used for the practical implementation of the pro-
component, vii) it reports the existence of a new posed solution:

document to the IDP component. .
e Java was used as Programing Language. It was se-

e CDAServices: it receives from the ShareDocument- lected as it is an object oriented language providing
Coordinator component the parameters necessary to platform independent services’ implementation.
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Figure 3: System Deployement Model

e The Model-Driven Health Tools (MDHT) CDA

project was used to create and validate the CDA
documents. The project is part of the Eclipse Open
Health Tools project, and is able to create a CDA
from an existing CDA implentation guide.

Apache Axis2 provides a library to implement both
the client and server Web services. It provides sup-
port for standards such as SOAP, REST, WSDL,
etc.[17]. Apache Axis2 version 1.5.6 was used for
implementing the components in the Coordinator
Level (Level 2).

MySQL is a relational database which supports
multi-threaded, multi-user server and SQL. MySQL
is offered under the GNU GPL licensing model, but
it is possible to contract a commercial license with
Oracle [18]. MySQL version 5.1 was used in the
implementation of the following components: ID-
PLocation component to store the user log data
shared EHR system; IDP component to store docu-
ments indexed by clinical and patient identification;
CDARepository component to store only the unique
identifier of stored documents, and DocumentShar-
ingCoordinator component to store the repository ‘s
address and CDA associated with each of the IPS to
be used by this component.

Apache Tomcat is an open source implementation
of Java Servlet and Java Server Pages [19]. Tom-
cat 5.5 was used to deploy the different components
of the architecture. It was also used to store CDA
documents, so they can be accessed via the Internet.

Apache is an open source project used to deploy
Web Servers. Apache 2.2.16 was used as a proxy to
forward requests to port 80 for the Tomcat Server
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service. It allows Web services to be accessed via
port 80 preventing problems with blocked ports.

e ICEfaces is an open source project, which provides
JSF (Java Server Faces) and Ajax components, sim-
plifying the development of user interfaces [20].

e XSLT is a W3C standard used to transform an XML
document into another format [21]. In the architec-
ture, it takes as input the XML of the CDA docu-
ment and uses a XSL Style Sheet Transformation to
create a web page that displays document informa-
tion to clinical health specialist. The XSLT engine
used is the browser Firefox 12.

Figure 3 shows the deployment model of the reference
implementation of the architecture.

4 Discussion

The method proposed by Kitchenham and Pickard [22]
for the evaluation of software engineering artifacts through
case studies was used to evaluate the reference implemen-
tation. The use case evaluation comprises the following
activities:

e Interoperability agreement. A formal agreement was
established between the institutions taking part in
the study. The institutions are two TIPS in the do-
main of dental care located in the city of Popayan,
Colombia: Smisalud and Unidad de Salud. The lat-
ter is the medical service for faculty and employees
at University of Cauca.

e Agreement on the clinical documents to be inte-
grated. General Dentistry and Emergency docu-
ments were chosen for communication.
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Figure 4: Example of a clinical document displayed by the MedicalRecordInterface component

e Define the evaluation tools and instruments to be 5 Example of a clinical document
in the pil luation. .
used in the pilot evaluation dlsplayed by the

e Connect the EHR Systems of the two IPS MedicalRecordInterface
e Obtain an informed consent of the patients who

e ) component
agree to participate in the study.

e Upload the EHR of the patients participating in the Figure 4 shows an example of a clinical document dis-

study into the system. The clinical documents are played by the MedicalRecordInterface component.

uploaded to the Integrated EHR system. Thirty patients participated in the study, but only six-

e Analyze and report the results. This includes: teen responded to a questionnaire asking about the per-
ceived utility of the system. Overall; the perceived utility

— Assess the availability, chronology, complete- a5 assessed as very high (81,25%) and high (18,75%).
ness, timeliness of the EHR of patients who A Dental hygienists at unidad de Salud was asked about
agreed to participate in the case study. the availability, sequentially, completeness, timeliness of

— Evaluate the perceived quality of the system by the electronic dental records stored in the system for the
users. thirty patients taking part in the study. The overall avail-
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ability sequence, completeness, timeliness was evaluated
as 100%. The Dental Hygienist was also asked about the
usability of the system, responding that it is very easy
to use; he was asked about the perceived utility of the
system, answering that the system “s utility is very high,
especially important for accessing to the information in-
dependent of place and time; and asked about the impact
of the system in his daily work, claiming that it’s very im-
portant for supporting diagnosis, check the sequentially
of treatments, obtaining an accurate register of the pa-
tient “s dental record, and also improving the quality of
the records.

6 Conclusions

The proposed architecture has the following advan-
tages compared with other architectures for integrated
health records:

It provides a distributed approach indexing meta-
data of clinical documents per patient. By that way,
it increases system reliability because of the robust-
ness of the system in cases a component fails.

The architecture is presented as platform-
independent, thereby providing implementation
flexibility.

It is scalable, allowing to share a common infras-
tructure with different EHR systems.

It supports the specific requirements for electronic
medical records in Colombia.

The architecture was evaluated through a case study
were the availability, chronology, completeness and time-
liness of the EHR stored in the system were considered
high. Also the perceived quality was high as evaluated by
the users.
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